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AbstrAct

When implementing a state-wide NG 9-1-1 
system, how do you ensure standards compli-
ance? Which standards are relevant? How would 
you establish a lab environment to test NG 9-1-1 
interoperability? The objective of this article is to 
examine these questions and others. To answer 
these questions, we established an NG 9-1-1 test 
lab, developed test scenarios and tested against a 
subset of NG 9-1-1 functional requirements. 

IntroductIon
Standards have long been  used in the telecom-
munications industry when implementing service 
delivery architectures. The benefits of these stan-
dards are ease in implementation, reduced costs, 
and enhanced competition. The problem is that 
ensuring standards compliance is not always an 
easy thing to do. Often vendors add enhance-
ments that are touted to be better than the stan-
dards, but the reality is that they actually violate 
the standards. Some vendors even claim that their 
product has the functionality of the standards 
while not complying with the standards at all. This 
has been the case in the NG 9-1-1 space for sev-
eral years.

A recent study released by the Industry Coun-
cil for Emergency Response Technologies (iCERT) 
[1] looks at the current status of NG 9-1-1 deploy-
ment across the United States. In summary, less 
than a handful of states have completed the NG 
9-1-1 transition, a few more are early in the transi-
tion stage, several others are in the data collection 
mode, and the rest have yet to begin the transi-
tion. One of the issues that all of the responsible 
entities face is gaining an understanding of the 
level of standards compliance of the underlying 
functional elements that comprise the architec-
ture. In the previous generation of emergency 
calling, or E911, standards compliance was part 
of the legacy telephone network. These systems 
all underwent rigorous testing in the labs of the 
service providers. The IP-centric next generation 
solution will not involve the service providers in 
all cases; therefore, the end users will either need 
to rely on market literature or complete their own 
testing. The State of Texas Commission on State 
Emergency Communications (CSEC) [2] chose 
to do the latter, and have established their own 
testing process. 

In late 2015 CSEC initiated an NG 9-1-1 test 
lab project in support of their strategic plan for 

NG 9-1-1 transition adopted in May 2014 [3]. The 
strategic plan states that a full transition to NG 
9-1-1 would be completed by 2019. The project 
is divided into three phases, each of which tests 
a segment of the NG 9-1-1 architecture. Phase I 
evaluates transition elements, such as the legacy 
network gateways (LNGs) and legacy selective 
router gateways (LSRGs). These elements pre-
cede the ESInet on the service provider side, and 
are critical until the last legacy network is decom-
missioned. The ESInet is the Emergency Services 
IP network as defined by the National Emergency 
Number Association (NENA) i3 specification. It 
is a walled garden network protected in all direc-
tions by the border control function (BCF). The 
BCF is a combination of a firewall to examine all 
non-Session Initiation Protocol (SIP) traffic and a 
session border controller to examine all SIP traf-
fic. The NG 9-1-1 ecosystem will ultimately be 
made up of many ESInets interconnected in a 
hierarchical manner. Phase II evaluates the ESI-
net functional elements, such as the emergency 
communications routing functions (ECRFs), emer-
gency service routing proxies (ESRP), and the 
BCF. Phase III examines the NG 9-1-1 equipment 
that would be housed in public safety answer-
ing points (PSAPs) or NG 9-1-1 call centers. This 
equipment is often referred to as customer prem-
ises equipment” (CPE).

The testbed project is led and funded by the 
CSEC with support contracts and agreements 
with four external entities. The first entity is Cap-
gemeni, a worldwide system integration and 
consulting firm with almost 180,000 employees 
in 40 countries [4]. Capgemeni was responsible 
for developing test scenarios, providing technical 
support, and overseeing the testing process. The 
second entity is Mission Critical Partners (MCP), 
which is a leading emergency communications 
consulting firm; their role is to serve as subject 
matter experts. The third entity, the State of Texas 
Department of Information Resources (DIR), is 
the state agency that is tasked with supporting the 
underlying transport network and developing best 
practices in supporting partitioning network infra-
structure as related to wall gardened networks, 
such as ESInets. Lastly, the fourth entity, the Texas 
A&M University Internet2 Technology Evaluation 
Center ( ITEC), is tasked with hosting the test lab. 

The NENA document that defines the NG 
9-1-1 architecture is the “Detailed Functional and 
Interface Specification for the NENA i3 Solution 
- Stage 3 Version 08-003 V1” as approved June 
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14, 2011. It was updated in late 2016. This docu-
ment defines all of the functional element require-
ments of an NG 9-1-1 network and describes the 
interface specifications between the functional 
elements. Also referred to simply as i3, this docu-
ment defines all of the requirements for our test-
lab.

The testing completed under this project is 
similar to that of NENA Industry Collaboration 
Events (ICEs) [5]. Both evaluate interoperability 
standards compliance, and are based on pre-
defined test scripts. There are two significant dif-
ferences between these two sets of tests. The first 
is that an ICE focuses on end-to-end testing in a 
multivendor environment but does not specifically 
target each and every NENA i3 requirement. It 
assumes that end-to-end success implies underly-
ing compliance of all requirements. The second is 
that ICEs are held under a strict code of conduct. 
The code prohibits any dissemination of any test 
results to anyone outside of the ICE communi-
ty. Since lessons learned cannot be shared with 
organizations, such as CSEC, which will ultimately 
have the responsibility of overseeing the NG 9-1-1 
networks, it forces them to seek other means of 
becoming informed. This is not a criticism of ICEs 
since this confidentiality is paramount to the suc-
cess of ICEs. Without the assured confidentiality 
vendors would not agree to expose their weak-
nesses. 

There were three CSEC defined goals of the 
test lab project. The first desired outcome is to 
ensure standards compliance of all function-
al elements of the ESInet. The second outcome 
is the desire for CSEC to fully understand what 
is required to support the ongoing operation 
of the NG 9-1-1 network. The third outcome is 
the desire to inform the people involved in the 
procurement and subsequent contract process 
enough to ensure the best solution possible for 
the State of Texas.

estAblIshInG the test lAb
The ITEC is a public safety research center at 
Texas A&M University that focuses on NG 9-1-1 
and public safety broadband networks such as 
FirstNet. The ITEC was selected to host the test 
lab due to its history in supporting similar proj-
ects. In 2007 the ITEC was selected by the 
United States Department of Transportation to 
design, implement, and test the NG 9-1-1 proof 
of concept. In 2009 the ITEC was funded by the 
National Science Foundation to be part of an 
NG 9-1-1 security testbed project. Then, in 2010, 
the ITEC entered into an agreement with Harris 
County, Texas, to support their FirstNet public 
safety broadband LTE project. The ITEC has sup-
ported public safety communications initiatives 
through involvement in NENA, the Association of 
Public-Safety Communications Officials (APCO), 
National Public Safety Telecommunications 
Council (NPTSC), Public Safety Communications 
Research (PSCR), and FCC committee work.

Since the ITEC’s inception in 2004, we have 
received donations of about $6 million in lead-
ing edge technology from several industry firms. 
This investment serves as the basis of the CSEC 
test lab. Where additional elements were need-
ed, we solicited donations. Where equipment 
was already in place, we completed any neces-

sary updates. While donations were solicited and 
appreciated, we made clear that equipment dona-
tion was not a requirement to be considered in 
the final solution. 

There were a few principles that guided the 
design of the test lab:
1. We would utilize actual systems and data to 

the extent possible. When not possible, we 
would simulate or develop the pieces neces-
sary.

2. The architecture would be designed to allow 
the interoperability of layers of ESInets at the 
local, state, and national level.

3. We would only utilize components in the 
ITEC, DIR, and service providers’ labs. By not 
connecting to any components that support 
live emergency traffic, we eliminated the risk 
of life safety issues.
Since Phase 1 focuses on the legacy transition 

devices, the first challenge was to secure access 
to a legacy network. Working with CenturyLink 
and the resources in their labs in Littleton, Colo-
rado, we gained access to such a network. We 
were able to place a set of Cisco routers (one in 
Colorado and one at the ITEC) configured with 
T1/PRI interfaces, ear and mouth (E&M) interfac-
es, and foreign exchane office/subscriber (FXO/
FXS) interfaces. To be specific, the primary rate 
interface (PRI) is a telecommunications interface 
standard used on an integrated services digital 
network (ISDN) for carrying multiple digital signal 
0 (DS0) voice and data transmissions between 
the network and a user. E&M is a type of supervi-
sory line signaling that is traditionally used in the 
telecommunication industry between telephone 
switches, and FXO and FXS interfaces are the 
names of the ports used by analog phone lines.

Then a Lucent 5ESS (a Class 5 telephone elec-
tronic switching system developed by Western 
Electric) in Colorado served as the host central 
office, and a Nortel DMS100 supported the 
selective router functionality. Twenty DS0s were 
configured in the 5ESS to point to a Cisco call 
manager acting as the enterprise private branch 
exchange (PBX) over the PRI. The two Cisco 
routers were logically connected to each other 
through an IPSec tunnel across the commodity 
Internet; IPSec is a protocol suite for secure IP 
communications that works by authenticating and 
encrypting each IP packet of a communication 
session. The connection between the TAMU ITEC 
lab and CenturyLink labs is depicted in Fig. 1.

In order to test NG 9-1-1 calls transferred to a 
legacy E911 PSAP, it was also necessary to secure 
a PSAP. Thanks to a donation from the Brazos 
Valley Council of Governments (BVCOG), we 
were given an Airbus PSAP. The network connec-
tion for the PSAP was over centralized automated 
message accounting (CAMA) trunks terminated in 
a set of FXO/FXS interfaces to the selective router 
in Colorado.

The next challenge was to be able to support 
both automatic location information (ALI) data 
for the legacy E911 systems and location informa-
tion server (LIS) data for the NG 9-1-1 systems. 
These connections were made, again over IPSec 
tunnels, but to the Intrado test labs in Longmont, 
Colorado. Intrado (also known as West) is one 
of the largest providers of database services that 
are used to identify the location of emergency 
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911 callers in the United States. Since ALI is basi-
cally an RS-232 serial interface, the connection 
to the legacy PSAP was made over a terminal 
server using a Telnet connection to the server in 
Colorado. The LIS connection was made through 
an HTTPS connection using the HTTP Enabled 
Location Delivery (HELD) protocol. HELD is the 
standard specified in the NENA i3 specification 
for NG 9-1-1 and defined in Internet Engineering 
Task Force (IETF) RFC 5985 [6], The IETF devel-
ops and promotes voluntary Internet standards, in 
particular the standards that comprise the IP suite 
(TCP/IP). While it was not specifically part of the 
Phase 1 requirements, we had to erect enough of 
an ESInet and PSAP to complete the testing. Since 
the Phase I tasks included connecting a call initiat-
ed in a legacy network to an NG 9-1-1 PSAP, con-
necting a call initiated in an NG 9-1-1 ESInet to 
a legacy PSAP, or transferring calls between NG 
9-1-1 and legacy PSAPs, we needed to implement 
both an ESInet and an NG 9-1-1 PSAP. Functional 
elements from Oracle (BCF), Geocomm (ECRF), 
and Experient (ESRP) made up the ESInet. The 
NG 9-1-1 PSAP was provided by Experient. As of 
the writing of this article, we are in the process of 
installing additional ESRPs from Solacom and Ora-
cle, and PSAPs from Solacom. Additional systems 
from other vendors are in negotiation. Figure 2 
depicts the logical connections that make up the 
CSEC test lab.

developInG test scenArIos And testInG
Since this project involves the validation of stan-
dards compliance, the first step was to define the 
appropriate standards. This was fairly simple since 

the NENA i3 version 1 specification is the spec-
ification [7] that has industry concurrence. This 
version was formally adopted on June 14, 2011, 
and is currently under review. NENA derives its 
authority as a standards development organiza-
tion from the American National Standards Insti-
tute (ANSI) through their accreditation [8].

It is important to understand that the NENA i3 
specification is not so much a standard as it is a 
reference architecture. Titled “Detailed Functional 
and Interface Specification for the NENA i3 Solu-
tion — Stage 3,” the specification relies heavily on 
other standards to accomplish its task. The docu-
ment itself contains 147 references, most of which 
are IETF, the International Standards Organization 
(ISO), the Organization for the Advancement of 
Structured Information Standards (OASIS), ANSI, 
and other standards bodies. 

For the purposes of the test lab project, the 
team lead by Capgemeni went through the i3 
specification and documented each functional 
requirement that related to the legacy gateways. 
This resulted in 61 test scripts that were divided 
into two phases. 

Each test script resulted in a call scenario that 
was mapped against the i3 specification. For 
each test, a caller would initiate a 911 call, which 
would route through the test network. The typical 
call routing can be seen in Fig. 3.

The actual testing occurred in January–March 
2016 with much of it happening in College Sta-
tion. The following is the test team at work during 
the actual testing.

Test tools were installed to support trouble-
shooting and provide call flow documentation. 

Figure 1. The connection diagram to CenturyLink labs.
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These tools were Wireshark, used for deep pack-
et inspection and documentation of all non-SIP 
transactions, and the Oracle Communications 
Operations Monitor tool, or OCOM. OCOM 
was used to document all SIP call flows. Figure 4 
shows an example of one such flow.

FIndInGs to dAte
As of the publishing of this article, Phase 1 testing 
has been completed (Fig. 5). Overall, the results 
have been positive. With approximately 100 indi-
vidual test scripts, only one has failed. Some more 
specific findings are:

•The standards appear to be comprehensive 
enough to allow states to proceed with their 
ESInet implementations, at least from the aspect 
of the legacy gateways. There is little reason to 
believe that Phase 2 will have any different results.

•The mapping of the ALI data (E911) to the 
LIS data (NG 9-1-1) is one of the most complex 
aspects of the transition. While there is standard-
ization of what ALI fields are, there are no stan-
dards on which fields are required. In several 
cases we found fields required in the LIS (e.g., 
county) not populated in the ALI data. Another 
example is that the ALI address is now mapped 
into several fields in the LIS database. This result-
ed in the requirement for manual data manipula-
tion in several cases. In defense of the data, we 
did select civic addresses that we knew would be 
challenging.

•There are several standards used in E911 
when it comes to P-ANI format (P-ANI, or pseu-
do ANI, is used as a proxy for a number of wire-
less towers used in the location determination 

and routing of wireless E911 calls). This issued 
required significant header remapping in the LNG 
to deal with all cases. It is important to select leg-
acy gateway systems that are flexible to support 
all formats.

•It appears that there could be legacy networks 
and gateways in place for the next 10 years. We 
found in the project that the skillsets and tools to 
configure and support the legacy networks are 
becoming more difficult to find as these old net-
works are shut down and staff retire. This is the 

Figure 2. Connection diagram of the CSEC test lab.
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case when an issue requires in-depth understand-
ing of SS7 signaling, ISDN User Part (ISUP) signal-
ing (used in PRI 911 trunks), and analog CAMA 
signaling. This problem will likely get worse as 
we get further along in the transition. In our cur-
rent approach, we manually abstracted neces-
sary information from SS7 messages, which share 
similar controlling processes to SIP messaging. 
We then carefully mapped different parameters 
so that calling processes would not be uninten-
tionally affected by this customized gateway. We 
expect that a more delicate mechanism will be 
created in the future. Note that a document has 
been created for recording this matching process; 
it will be a valuable reference for future improve-
ment and automation.

•We had to develop our own in-house serv-
er for use as a proxy for the mobile positioning 
center (MPC) and voice over IP (VoIP) position-
ing center (VPC). Getting access to live systems 
that would meet the requirements of the project 
proved to be impossible. 

•This process can and should be replicated as 
we begin the integration of NG 9-1-1.

conclusIon
In conclusion, to date this project has proven to 
be invaluable in terms of both further understand-
ing the requirements of establishing procurement 
bids and supporting the network once it is estab-
lished. While this complex and comprehensive 
process is costly in terms of investment of both 
dollars and time, it will certainly pay off in terms of 
not requiring restarts once the transition begins, 

and will ensure an adequate ongoing support 
budget once the transition is complete.

The ITEC lab (Fig. 6) established as a result of 
this project will continue to be of value once this 
project is complete. It can be used to support 
research for other states. Additionally, the lab is 
currently connected to the Defense Research- 
Development Canada (DR-DC) labs in Regina 
where the Canadian Homeland Security organi-
zation is mapping out a plan for Canada. There 
is also a Cooperative Research and Development 
Agreement (CRADA) in place with the Pub-
lic Safety Communications Research Center in 
Colorado, which will support applications testing 
(including NG 9-1-1) over the FirstNet network.

This project became necessary since there is 
no NG 9-1-1 certification process. While NENA 
does support the ICES, these events were cre-
ated to allow industry manufacturers to be able 
to complete interoperability in a non-threatening 
environment. This requirement is inconsistent with 
a certification or approval process with results 
that could be made available to the public. It is 
not likely or efficient for this process to take place 
in every state, and the NENA Next Generation 
Partners Program is contemplating ways of resolv-
ing this gap.

During the establishment of the test lab we 
came across a few areas where we felt that the i3 
specification was vague. Whenever we required 
clarification, we would reach out to a NENA 
member that we knew was also a member of an 
appropriate committee. Whenever this happened, 
we were provided clarification and assured that 

Figure 4. OCOM SIP call flow monitoring.
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the issue in question would be resolved in the 
pending re-write. The testing resulted in the 
answering of two questions, the first being the 
extent to which the functional elements com-
plied with the i3 specification. By mapping the 
i3 requirement to a test parameter, we were able 
to verify this compliance. The second question 
related to the ongoing operation of the ESInets. 
We wanted to document issues in the configura-
tion of functional elements and maintenance of 
required databases. The testing process consist-
ed of making test calls while using both OCOM 
and Wireshark to capture the call setup packets. 
This allowed us to ensure that not only were the 
outcomes of the call setup consistent, but the 
methods used complied as well. Per the research 
contract, we can publish the results, but the data 
is confidential.

A similar process should be repeated as we 
move into the NG 9-1-1 integration with FirstNet 
phases. The NPSTC has recently documented the 
high-level integration requirements, but there is 
much work to be done to ensure interoperability 
[9].
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