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Abstract—Security is an important concern in Voice over IP
(VoIP) applications. An approach to securing the signaling, such
as the Session Initiation Protocol (SIP) and Location to Service
Translation (LoST) messages, is to use Transport Layer Security
(TLS). Several studies have measured the impact of using TLS on
SIP. However, there have not been any tests on the impact of TLS
or Internet Protocol Security (IPSec) on IP-based emergency calls
or Next Generation 9-1-1 (NG-9-1-1). In this paper, we address
the practical issues in establishing a secure framework for NG-
9-1-1 with performance metrics such as call setup and server
processing delays.

Index Terms—SIP, LoST, NG-9-1-1, network security.

I. INTRODUCTION

Emergency calls are very critical when compared to normal
calls because they require prompt reply from the public safety
officials and they carry personal information such as the loca-
tion of the caller [11]. After a Next Generation-9-1-1 (NG-9-1-
1) proof-of-concept project was completed in 2008 [10], [18],
the feasibility of an IP-based citizen-to-authority emergency
communication system was verified. However, more research
on the security of IP-based emergency communications needs
to be done [19]. In this paper, we study the impact of security
protocols on an NG-9-1-1 testbed. Our focus is on securing
the signaling part of the emergency calls, which includes
the Session Initiation Protocol (SIP) used for establishing
calls [14], and the Location to Service Translation (LoST)
used for location-based routing [4], [5], [15].

In a survey of approximately 245 research papers on security
for Voice over IP (VoIP) communications [7], the papers
were categorized in accordance to the VoIP Security Alliance
(VoIPSA) security threats:

• Social threats, such as viruses and misconfigurations,
• Eavesdropping,
• Denial of service attacks,
• Service abuse threats such as toll fraud,
• Physical access threats,
• Interruption of services threats.

From [7], [8] we infer that 58 percent of the attacks are
denial-of-service type, while traffic eavesdropping constitutes
20 percent of the vulnerability. Therefore, we focused on
protecting the NG-9-1-1 systems against eavesdropping and
denial of service threats. In order to secure the system against
these threats, we implemented security protocols in a testbed

dedicated to IP-based emergency calls, following the Internet
Engineering Task Force’s (IETF) recommendations.

As best current practices, the IETF Emergency Context
Resolution for Information Technologies (ECRIT) working
group requires the following:

“TLS is the primary mechanism for securing the signaling
for emergency calls. IPsec may be used instead of TLS for
any hop. Either TLS or IPsec must be used when attempting
to signal an emergency call.”[13]

The ECRIT document addresses both SIP and LoST trans-
actions. Therefore, our experiments cover the cases of SIP over
TLS, IPsec, and LoST queries and responses over HTTP and
HTTPS.

The remainder of this paper is organized as follows. In
Section II, we review state-of-the-art research on the impact
of security on VoIP. In Section III, a description of the NG-
9-1-1 testbed and its call flow is given. Section IV presents
the results, in terms of call setup delay and processing delay
at the SIP servers. The conclusions from our experiments are
presented in Section V.

II. RELATED WORK

Researchers have used different methods to measure the
impact of security on the performance of VoIP calls. Their
results depend on many variables, one being the type of
experiments (e.g., simulation or testbed), but they reached
common conclusions. In this section, we discuss papers that
studied the impact of security protocols such as TLS and IPsec
on the performance of VoIP systems.

We start with the survey [7] mentioned in Section I. The
key points regarding performance from the survey:

• Salsano et al. concluded that a SIP call using TLS
authentication is 2.56 times costlier than a regular call
over UDP.

• Bilien et al. studied the overhead in SIP call setup
delay while using end-to-end and hop-by-hop security
mechanisms. They used protocols such as Multimedia
Internet Keying (MIKEY), Secure/Multipurpose Internet
Mail Extensions (S/MIME), Secure Real-Time Transport
Protocol (SRTP), TLS and IPsec. They have concluded
that the total overhead of using full-strength cryptography
is low.

• Shen et al. also studied the performance impact of using
TLS with SIP and have found that the main overhead



factor in TLS handshakes is the cost of using RSA
signatures [1]. Their work shows that SIP over TLS calls
reduce the performance by a factor of up to 20 compared
to SIP calls over UDP.

The call set-up delay in SIP calls due to the inclusion
of TLS, Datagram TLS (DTLS) or IPSec combined with
TCP, UDP or Stream Control Transmission Protocol (SCTP)
was also evaluated in [2]. The simulation results show that
although the message authentication does not create much
overhead under normal network conditions, call set up delay
can increase substantially in a congested network. Under
these conditions, TLS takes longer than IPSec because of
the security handshake. The results state that UDP/IPSec and
DTLS/UDP give the best performance in terms of call setup
delay.

Schen et al. [16] tested three TLS handshake scenarios:
normal, mutual, and session reuse. Their results show that
persistent TLS connections (i.e., session reuse) reduces TLS
call setup costs. They show that TLS can reduce the throughput
of SIP calls (in calls per second) by up to a factor of 17 in
the worst case, and 4 in the best case, compared to the typical
case of SIP calls over UDP. They measured when and how
different overhead costs are incurred and conclude that RSA
encryption is a major factor in the cost of TLS-based calls.

The performance of VoIP signaling and media transfer is
evaluated in [9]. For SIP signaling, the security mechanisms
evaluated were TLS and S/MIME. For the media packets,
SRTP with MIKEY for key exchange was evaluated. The
results show that the security mechanisms have a greater
impact on call setup signaling than on voice quality.

In our research, call setup signaling is a crucial component
for emergency calls. The National Emergency Number Asso-
ciation (NENA) standards state that “emergency calls require
a high degree of expediency in answering” [12]. However,
there are no NENA standards that specify maximum delays
of individual factors contributing to the call setup delay. In an
effort to identify the main contributors to the call setup delay
and evaluate the impact of security protocols, we analyzed the
call setup delays for emergency calls using different security
configurations, such as TLS and IPSec. Using an NG-9-1-
1 testbed to run our experiments, we analyzed the delays
of an emergency call in terms of LoST query delays, TLS
handshakes, processing time of the initial SIP INVITE, and
network delays.

III. NG-9-1-1 SYSTEM DESCRIPTION

A. Our Testbed

Figure 1 shows the network diagram of our testbed, which
follows the configuration proposed by NENA [6], [11]. The
participating servers and clients belong to three distinct net-
works: (1) the client’s service provider network, which in-
cludes the access network and the Voice Service Provider
(VSP) with its associated SIP proxy; (2) the local Emergency
Services IP Network (ESINet), that forwards the call to the
appropriate public safety answering point (PSAP); (3) the
PSAP network, which has a SIP proxy and call takers.

Fig. 1. NG-9-1-1 Testbed.

In our testbed, the VSP cloud provides several function-
alities: SIP proxy, LoST server, and Domain Name System
(DNS) server. All these services reside in one machine, which
is tx-csec-1. When the client initiates a call, it does a LoST
query to find the uniform resource identifier (URI) of the
ESINet corresponding to the caller’s location. The VSP proxy
then forwards the client’s request to the ESINet.

The first SIP proxy server in the ESINet is an Emergency
Services Routing Proxy (ESRP). The ESRP is used for policy-
based routing - it is responsible for routing emergency calls
to PSAPs based on pre-defined criteria. The ESRP also makes
a LoST query to find the URI of the PSAP. In our testbed,
tx-csec-2 serves as both the ESRP and LoST server.

Once the request reaches the PSAP, it forwards the call to
the available call-takers. In our testbed, the PSAP server (tx-
csec-3) is a back-to-back SIP user agent (B2BUA) [14]. It
means that it can receive the call and initiate a SIP dialogue
with the call takers.

The media sessions are established through a conferencing
server called Snowshore. All clients and server software used
in our testbed, namely sipd (SIP proxy), sipc (SIP client),
and psapd (PSAP server), were developed at Columbia Uni-
versity [10]. These clients and servers support TLS security
through an open source program called OpenSSL [17]. In the
NG-9-1-1 testbed, we are using SSL version 3.0. The TLS
handshakes use the DHE RSA key exchange method, with a
key strength of 256.

The LoST servers were implemented using PostgreSQL
with PostGIS for the mapping service. The database has spatial
data for the state of Texas. It contains approximately 500
service boundaries, where each service boundary is a polygon,
some of them with thousands of corners (i.e., geographic
coordinates) [4].

Regarding the hardware configuration, tx-csec-1 and tx-
csec-2 are dual core Intel Xeon processors, with 3GHz clock



Fig. 2. NG-9-1-1 call flow with SIP over TLS and LoST signaling.

speed, and 1 GB of RAM, whereas tx-csec-3 is a quad core
Intel Xeon processor with the other configuration remaining
the same as the other servers.

B. IP-based Emergency Call Flow

Figure 2 shows a typical call flow from client to PSAP
server when TLS is used with SIP. For simplicity, we have
not shown the signaling from PSAP to the conference server
and call takers. The main transactions in the call flow are
described next:

1) The first transaction is the client’s LoST query. Once the
client receives the routing information, it initiates a SIP
call.

2) Since the client has been configured with TLS as
preferred transport protocol, a TLS handshake happens
with the VSP proxy. The client then sends an encrypted
INVITE message to the VSP proxy.

3) After a TLS session is established between VSP and
ESRP, the INVITE is relayed to the ESRP.

4) The ESRP then queries the LoST server within the
ESINet to determine the URI of the PSAP server.

5) A new TLS handshake happens between ESRP and
PSAP. The ESRP then forwards the INVITE to the
PSAP.

6) The PSAP sends the INVITE to the conference server.
When the PSAP receives an acknowledgement from the

conference server, it sends an INVITE to the available
call-taker.

7) The call-taker processes the INVITE and a 180 Ringing
message is relayed back to the client through the same
path.

8) After the call taker answers the call, a 200 OK message
is sent to the client and the conversation takes place
using the Real Time Transport Protocol (RTP).

Note that the call flow in Figure 2 highlights the call setup
delays we measured at the client side, from the first TLS
handshake to the time the client receives the 180 Ringing
message from the call taker [3].

Additionally, the call flow shown here represents one of
the scenarios tested. Other scenarios include encrypted LoST
transactions, the use of IPSec between the SIP servers, and
the VSP proxy making the LoST query instead of the client.
These scenarios are explained in the next section.

IV. EXPERIMENTAL RESULTS

Tables I and II depict the design of experiments undertaken
for this research. The tables are divided into three main sec-
tions: SIP client, VSP proxy, and ESRP, each using different
combinations of security protocols. Client and servers can
have different security configurations for SIP as well as LoST
messages:

• For SIP, the protocol used between each hop can be
either TCP or TLS. Additional security can be ensured
by enabling IPSec between the servers. IPSec is used in
transport-mode, where a host-to-host encrypted channel
is set up before the call [1].

• The LoST queries at the servers can be secured using
HTTPS. The initial LoST query can be made by the client
or VSP proxy. Table I shows the test scenario where the
client makes the LoST queries.

• The client cannot provide the routing information if the
LoST server does not reply within the timeout period. In
that case, the VSP has to perform the LoST query. Such
scenarios are depicted in Table II.

We tested 18 scenarios in total. For each scenario, three calls
were made and we calculated the average call setup delay.

A. Initial Results

The call setup delays for the case when the client makes the
LoST query are plotted in Figure 3 using the scenario numbers
from Table I. We kept Scenario 1, where no security is used, as
our baseline scenario. Our results show that the baseline delay
is around 1.2 seconds. We observed that the delay increases as
new security protocols are added. Scenarios 2 to 4 do not use
TLS. The increase in delay when IPsec is added (Scenario 3)
is small, around 6 percent, compared to the baseline scenario.

Scenarios 5 to 10 represent the testcases where TLS was
used. The peak increase in delay was observed at Scenario 8
(16 percent). Scenario 8 has all security features enabled (i.e.,
TLS in all hops, ESRP using HTTPS for the LoST query,
and IPsec between servers). TLS has more overhead than
IPSec because a handshake takes place at every hop, since



TABLE I
TEST SCENARIOS WITH CLIENT MAKING THE LOST QUERY.

1 2 3 4 5 6 7 8 9 10

Client sip tcp x x x x
tls x x x x x x

lost http x x x x x x x x x x

VSP sip tcp x x x x x x
Proxy tls x x x x

ipsec x x x x x x

ESRP sip tcp x x x x x x
tls x x x x

ipsec x x x x x x
lost http x x x x x

https x x x x x

TABLE II
TEST SCENARIOS WITH VSP MAKING THE LOST QUERY.

11 12 13 14 15 16 17 18

Client sip tcp x x x x
tls x x x x

VSP sip tcp x x x x
Proxy tls x x x x

ipsec x x x x
lost http x x x x

https x x x x

ESRP sip tcp x x x x
tls x x x x

ipsec x x x x
lost http x x x x x

https x x x

we are doing the “normal” TLS handshake. The average TLS
handshake delay between client and VSP proxy in our testbed
is 125 msec.

In Figure 4 we compare the scenarios from Table I with
scenarios from Table II. For instance, Scenario 3 from Table I
and Scenario 13 from Table II, which have the same security
features, are shown side by side. When the VSP proxy does
the LoST query (i.e., Table II Scenarios), the call setup delay is
80 to 150 percent more than the baseline scenario. A possible
reason is that more processing is done at the VSP proxy,
because the client did not provide routing information in the
SIP INVITE. The VSP proxy sees that the “Route” header
field is missing in the SIP INVITE, and it queries the LoST
server. However, are the LoST queries causing such increase
in delays? What is the delay in the LoST database? What
are the network delays in this new transaction? To address
these questions, we needed to better understand the delay
components of the NG-9-1-1 signaling.

As a first step to understand the components of the call
setup delay, we carefully measured the client TLS handshake
delay and the processing delays at the servers. The processing
delay at the servers was measured from the time the server

Fig. 3. Mean call setup delays for the test scenarios, with client making the
initial LoST query.

Fig. 4. Comparison of call setup delays.

receives the SIP INVITE to the time the server forwards the
SIP INVITE to the next hop. These results are shown in Figure
5, where the first two scenarios had the client making the LoST
query, and the remaining scenarios had the VSP proxy making
the LoST query.

From Figure 5, we observed the following:
• The network delay component varies across different

scenarios. The variation in the network delay could be
associated with the congestion in the network.1

• In Scenario 1, the main source of call setup delay is the
processing delay at the ESRP.

• In Scenario 9, the client’s TLS handshake has a small
contribution to the call setup delay (about 9 percent). The
same applies for Scenarios 17 and 18.

• Comparing Scenario 9 and Scenario 11 we observe
an increase in the processing delay at the VSP proxy
whereas the ESRP processing delay has remained almost
constant. In Scenario 11, the VSP proxy processing delay
represents around 50 percent of the call setup delay.

1We are using the university’s network, and our client is not in the same
subnet as the servers.



Fig. 5. Delay components of 9-1-1 call setup delay.

• Scenario 18 had the LoST query done over HTTPS and
this resulted in a 37 percent increase in the VSP proxy
processing delay when compared to Scenario 17.

• Scenario 12 has the largest VSP proxy processing delay.
It represents 67 percent of the call setup delay. This case
happened when we made our first call in the testbed,
from the series of calls tested within a day. The LoST
query delays were slightly higher for the first calls. Also,
we observed additional delays due to the Domain Name
System (DSN) query delays to find the IP address of the
LoST server.

In summary, these experiments helped us understand the
factors that contribute to the call setup delay in an NG-9-
1-1 testbed. They showed the large impact of SIP proxies’
processing delays, such as the VSP proxy (when the client
does not provide the routing information) and ESRP, in the
call setup delays measured in our testbed. The impact of the
TLS handshakes was small and, in a way, difficult to evaluate
due to the large impact of the servers’ processing delays.

B. New Results with Reduced Server Processing Delays

Although the VSP proxy and ESRP servers have an im-
portant role in our testbed, delays on the order of 1 second
in a lightly loaded server seemed to high. We discussed this
issue with the software developers of sipd, which is a non-
commercial application and may not have all the efficiency of
commercial SIP servers. Even the developers agreed that these
delays were too high.

After adding timestamps in all the main processes run on
the VSP proxy and ESRP server, we identified a large delay

TABLE III
UPDATED DELAYS FOR SCENARIOS WITH VSP MAKING THE LOST QUERY.

11 12 13 14 17 18

Client sip tcp x x x x
tls x x

VSP sip tcp x x x x
Proxy tls x x

ipsec x x
lost http x x x

https x x x

ESRP sip tcp x x x x
tls x x

ipsec x x
lost http x x x x

https x x

Delay (sec) 0.46 0.49 0.50 0.54 0.67 0.72

Fig. 6. Delay components of 9-1-1 call setup delay after improving servers’
performance.

component when the SIP server spawns a process that has
the functionality of the LoST client. In other words, the SIP
server calls a Perl script that parses the location information
and sends a findService query to the LoST database. The script
itself did not take long to be executed, but it had a long delay
to get started. We found out that these delays were caused
when the Perl libraries were being loaded. These libraries
were loaded for every call. After modifying the Perl script
to run persistently (that is, the process is initiated when the
first call is made and stays active for the remainder of the
calls), the VSP proxy and ESRP server’s processing delays
reduced significantly, as shown in Table III.

Previously, the delays in Figure 4 when the VSP proxy
makes the LoST query were all in the order of 2 seconds.
With the changes in the VSP and ESRP, the delays shown at
the bottom of Table III are almost 4 times smaller.

With the reduced server’s processing delays, we evaluated



the main contributors of the call setup delays (Figure 6).
The network delays now represent a larger component of
the call setup delay. The servers’ processing delays, such as
VSP, ESRP and PSAP, are more equally distributed. The TLS
handshake in Scenarios 17 and 18 represent an overhead of
around 20 percent. When comparing the delays in Scenario 11
(with no security) and Scenario 18 (with SIP over TLS and
LoST over HTTPS), the increase in delay is 56 percent.

V. CONCLUSION

Our main contribution is to share our practical experience
in implementing and testing SIP over TLS, IPSec, and secure
LoST transactions in an NG-9-1-1 prototype system. The IETF
recommends the use of TLS as a primary mechanism to secure
the signaling in IP-based emergency calls. By testing secure
SIP and LoST transactions, in different scenario combinations,
we observed that better performance was obtained when the
client provides routing information (i.e., client does the initial
LoST query). If the client does not provide routing informa-
tion, the VSP proxy has to make the LoST query. For such
cases, the call setup delays increased significantly, and this led
us to analyze the main contributors of call setup delays. The
large impact of the VSP proxy processing delay required us to
better understand the processes running in our SIP servers, and
we identified an area to improve its efficiency. With improved
processing delays at the VSP and ESRP servers, we could
then obtain some conclusions on the impact of security for
NG-9-1-1 calls:

• Under normal network conditions, the TLS handshakes in
the NG-9-1-1 testbed consist of approximately 20 percent
of the call setup delay, comparing with calls over TCP.

• The use of IPsec between the testbed servers represented
less than 10 percent increase in call setup delay.

• One scenario that had all security features enabled, such
as all LoST queries over HTTPS and SIP over TLS in all
hops, showed that the call setup delay increase can be as
high as 56 percent when comparing with a scenario with
no security at all.

• In order to reduce call setup delays in an NG-9-1-1
system, network engineers should focus not only on the
network delays but also on the servers’ performance, such
as the interaction between the SIP and LoST applications.

As future work, we will continue our experiments, by testing
persistent TLS sessions, which employ a shorter handshake.
We will apply persistent TLS handshakes for the TLS sessions
in the hops between the VSP proxy and ESRP, and ESRP and
PSAP servers. We will also partner with another institution for
conducting tests to compare and normalize our performance
metrics.
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