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Welcome and Introductions
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The Bush School of Government and Public Service
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Lieutenant General (Ret.)
Jay B. Silveria

Executive Director
The Bush School DC



Texas A&M University
Internet2 Technology Evaluation Center (ITEC)
Focus on interoperability and security in wireless and next generation 
communications networks for public safety and defense.

Funded by Department of Homeland Security, Department of 
Transportation, Department of Justice, NIST, State of Texas, and industry.

Director Dr. Walt Magnussen currently serves on two committees for the DHS 
Safecom Advisory Panel, has served on several FCC Committees and task 
forces, APCO and NENA Committees and task forces, and has testified before the 
United States House of Representatives on NG 9-1-1 funding. He is also 
currently serving as an advisor to the CBRS alliance and several public safety 
firms.
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Participant Introductions

• Name

• Agency and Title

• Role / principal area of responsibility

• On a scale of 1 to 10, how much of a network “techie” are you?
• 1 = I have people for that

• 10 = I am the people

• Expectations for today

6



Agenda (Combined)

08:00  Coffee

08:30  Welcome and Introductions 

09:00  Project Overview and Objectives

09:30  Architectural Components and Feasibility 

12:00  Lunch

12:30  Architectural Components and Feasibility (Continued)

14:30  Feasibility Discussion Wrap-up

15:00  Adjourn
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Project Overview
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Current Situation
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Project Goal

Define an interoperable, secure voice architecture for the Federal government

• Use existing commercial voice systems from leading service providers and 
enterprise equipment manufacturers

• Create a testbed for a full-function secured and interoperable inter-agency 
voice service.

• Define, implement, test, and document a secure voice network architecture 
that can support secure communications:
• landline-to-landline,

• landline-to-mobile, and

• mobile-to-mobile secure communications
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High-Level Result
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Benefits

• Eliminate snooping with encrypted signaling (SIP-TLS) and media/audio (SRTP)
• Within agencies
• Between agencies

• Reduced carrier costs by using scalable and manageable direct agency-to-
agency routing (ENUM or centralized routing tables)

• Secure wireless (IMS/VoLTE) calls

• Secure caller identity (STIR/SHAKEN, CNAM, RCD)
• Dial in participants for collaboration meetings (Teams, Zoom, Webex etc.)
• Call Center: Increased call answer rates for dial out
• Public Safety: Identify potential swatting calls
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Example User Experience
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Tasks
• Task 0: Build testbed, including TAMU, Columbia U, TAMU Commerce
• Task 1: Secure call setup using TLS and SRTP within enterprise
• Task 2: Routing calls using ENUM
• Task 3: Securing ENUM
• Task 4: Standardizing the Certificate Authority
• Task 5: Securing caller identity with STIR/SHAKEN
• Task 6: Securing mobile IMS-based calls
• Task 7: Secure IP trunking between enterprise and service provider
• Task 8: Feasibility Assessment  Input from Secure Voice Workshop

Schedule and Milestones
• 2-year effort – Officially ended but working on no-cost extension until April of 2023

Project Structure
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Secure Voice Architectural 
Components

Technology Review and Feasibility Discussion
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Discussion Guidelines

• Focus of today’s discussion is on feasibility of implementation
• What policy, regulatory, statutory, … hurdles need to be overcome?

• What technological, organizational or personnel/training hurdles need to be 
overcome?

• It’s a hard question for technologists to answer without full details
• Project reports have full details, including diagrams, config files, packet captures

• But you haven’t seen those yet …

• So, we’re going to rely on your expertise, wisdom
• Given the high-level summaries we will present …

• … what advise can you give for implementing in your agency (or agency like yours)?
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Discussion Guidelines

• We will
• Review the architectural components and lessons learned

• Cover only as much much detail as needed to understand feasibility
• But we can cover more during breaks or afterwards

• We will avoid
• The use of acronyms and techno-speak (without explaining them)

• Worry about packet-level, protocol-level or device-level details
• But we can cover more during breaks or afterwards
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Lab Testbed
Task 0
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Technologies (initial, unsecure implementation)

• IPv4 (Internet Protocol)
• IPsec (Internet Protocol Security)

• Encrypted tunnels to remote locations

• SIP (Session Initiation Protocol)
• Call signaling

• RTP (Real Time Protocol)
• Call audio

• DNS (Domain Name System)
• Directory of hostnames and IP addresses

• X.509 Certificates
• Initially need for management access via HTTPS

• 5G-NSA (Non-StandAlone) and IMS (IP Multimedia Subsystem)
• VoLTE (Voice over LTE) using SIP
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Lab Testbed

Agency Components

• Voice system
• Servers

• Devices

• Session Border 
Controller (SBC)

• IP network devices
• Routers, Switches

• Firewall(s)

• IP network services
• DNS

• Certificates
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Results

• Observations
• Each product vendor and integration engineer had their own preferred 

configuration options.  For example, address format in SIP INVITE packet:
• <10-digits>@<IP-address> Example: sip:6132581234@11.22.33.44

• <country-code-10-digits>@<IP-address> Example: sip:16132581234@11.22.33.44

• <E164>@<IP-address> Example: sip:+16132581234@11.22.33.44

• <E164>@<domain> Example: sip:+16132581234@example.com

• <E164>@<domain>;user=phone Example: sip:+16132581234@example.com;user=phone

• Recommendations
• Picking a standard value or format for all configuration options will make 

troubleshooting and documentation MUCH easier
• Example:  SIP Connect 2.0 says to use  <E164>@<domain>;user=phone
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First Impressions Feasibility Discussion

• What management control do you have …?
• VoIP (Voice over IP) network components (servers, devices, SBC, call routing)

• Network components (switches, routers, firewalls)

• Network services (DNS, digital certificates, …)

• How are centralized services (DNS, Certificate Authority, …), such as 
provided by Agency 4 in the testbed, managed?

• How are connections to other networks managed?

• What difficulties, if any, do you foresee with implementation?

• When would you foresee beginning an implementation?
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Securing Calls within the 
Enterprise with TLS-SIP, SRTP
Task 1
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Technologies

• SIP-TLS (Session Initiation Protocol – Transport Layer Security)
• Encrypts the call signaling

• SRTP (Secure Real Time Protocol)
• Encrypts the call audio

• X.509 Certificates
• Used to authenticate message sender

• Contains public signature used to decrypt the message
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Agency 1
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• Encrypted signaling 
and audio between
• End user devices

• Remote Access

• Servers

• SBC



Agency 2
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• Encrypted signaling 
and audio between
• End user devices

• Remote Access

• Servers

• SBC



Agency 3
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• Encrypted signaling 
and audio between
• End user devices

• Remote Access

• SBC

• Servers not 
encrypted



Testbed Implementation

• Encrypted Signaling
• Select encrypted transport:  TLS (instead of UDP or TCP)

• Port number:  typically 5061

• Cypher Suite:  check latest recommendations

• Encrypted Media
• Select encrypted media:  SRTP instead of RTP

• Port range:  at least twice the number of simultaneous calls

• Cryptographic transform:  check latest recommendations
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Results

• Observations
• All systems had compatible implementations of SIP-TLS/SRTP

• Each vendor had its preferred encryption settings, but easy to find common ground

• Older phones may need CA cert downloaded to their trust store

• Recommendations
• Choosing a standard set of cypher suites can help as technology progresses

• Be sure to encrypt phone configuration downloads
• Phones typically download configs when they boot up

• Use the DHCP option defined by the vendor for encrypted config transfer

• Initially allow downgrade to unencrypted connection to prevent service disruption

• After testing, disable unencrypted flows to prevent downgrading connection
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Discussion

• What type of voice system are you using today?

• What type of SBC are you using today?

• Are you using encrypted communications within your agency?

• What difficulties, if any, do you foresee with implementation?

• When would you foresee beginning an implementation?

• How long do you think it would take to implement in your agency?
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Certificate Authorities
Task 4
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Digital Certificate Basics

• Digital Certificate (X.509)
• Certifies the ownership of a public key by the named subject in the certificate
• Can be used to create secure connections across insecure networks (Internet)

• Certificate Authority (CA)
• A trusted, 3rd-party entity that stores, signs, and issues digital certificates
• Acts as a trusted 3rd-party for both the owner/subject of the certificate and the relying 

party

• Usage
• Subject of certificate signs a message using their private key
• Relying party authenticates the signature using the public key in the certificate
• Can be one-way:  web browser accessing a secure web site using HTTPS
• Can be two-way:  mutual-TLS; each end authenticates the other

• TLS = Transport Layer Security = encryption 
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Certificate Lifecycle
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CA = 
Certificate Authority

RA = 
Registration Authority

CRL = 
Certificate Revocation List

OCSP = 
Online Certificate Status 
Protocol

CT = 
Certificate Transparency



Technologies Used

• X.509 certificates

• OpenSSL (linux package)

• EasyRSA (linux package)

• Apache web server for CRL (linux package)

• OCSP responder (using OpenSSL)
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Testbed Implementation:
Build Two Private Certificate Authorities
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Testbed Implementation:
Application to Agency 2
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High-level Certificate Authority Differences

Feature/Benefit Public CA Consortium CA Private CA

Initial implementation effort Low Medium High

Sustained effort Low Low-Medium High

Charge per certificate Yes No No

Certificates for private hosts No Usually Yes

Hide existence of hosts or domains from outside entities No No Yes

Must distribute CA certs to VoIP system and network devices Usually Usually Yes

Must distribute CA certs to end user devices Usually Not Usually Not Yes
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Discussion

• Each type of CA has its uses; no single best answer for all situations

• What approach is your agency using?

• Will this approach change if you use certs throughout the VoIP network?

• What difficulties, if any, do you foresee with implementation?

• When would you foresee beginning an implementation?

• How long do you think it would take to implement in your agency?
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Routing Calls Between Agencies with 
ENUM (E.164 NUMber mapping)
Task 2
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Agency-to-Agency Routing

• Centralized
• Send all external calls to the service provider.

• Simple.

• No control, lack of security, may cost more.

• Fully Distributed
• Each agency routes directly to other agencies.

• Full control, full security.

• But how to maintain routing tables for a 
growing and changing number of agencies?
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Routing with ENUM

• Each agency publishes their own 
telephone numbers and server 
addresses in DNS (Domain Name 
System)
• Record types:  NAPTR, SRV, A

• Change whenever needed

• Hierarchical DNS distributes info

• Other agencies perform an ENUM 
“dip” (DNS lookup for ENUM records) 
to retrieve the route(s)
• Route changes automatically discovered
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Technologies

• E.164 – The International Public Telecommunication Numbering Plan
• An ITU-T (International Telecommunication Union – Telecommunications 

Standardization Sector) standard that defines a numbering plan and telephone 
number format for worldwide public switched telephone networks (PSTN).

• DNS (Domain Name System)
• For a distributed directory.

• ENUM (E.164 NUMber mapping)
• For storing the telephone directory using E164 phone number format.

• Example:
• +1-979-307-6025 is placed in DNS NAPTR record 5.2.0.6.7.0.3.9.7.9.1.e164.domain
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Testbed Implementation: Per-agency Domains

• Four new domains defined; one for each Agency 1-4

• Authority delegated to local agency name servers
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Testbed Implementation:  ENUM domains

• Agency 4 acted as root of private ENUM domain tree

• Delegate phone number ranges to Agencies 1-3 DNS
• Use RFC 2317 for delegating ranges of numbers
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Testbed
Routing
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Results

• Observations
• Storing and sharing a private, multi-agency telephone number directory using 

DNS can be done in a scalable and distributed way. 

• SBC (Session Border Controller) support and configuration complexity for ENUM-
based routing varies significantly between products. 

• Vendors of enterprise-class voice systems do not prioritize full ENUM 
functionality. 
• Limited ENUM lookup format

• ENUM lookup failed

• Recommendations
• Use a hybrid approach for agency-to-agency call routing
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Hybrid Approach

• User agencies (A, B) 
enter ENUM records 
DNS
• Agency’s own DNS, or
• Shared, multi-tenant 

DNS at Agency C

• Service agency (C) with 
carrier-class SBCs 
performs inter-agency 
routing
• ENUM, traditional, or 

combination of both
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Discussion

• What type(s) of VoIP system do you use?

• What type(s) of SBC do you use?

• What type(s) of DNS do you use?

• What difficulties, if any, do you foresee with implementation?

• When would you foresee beginning an implementation?

• How long do you think it would take to implement in your agency?
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Securing ENUM
Task 3
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Some DNS Vulnerabilities

• Introducing False Information
• Man in the Middle Attacks

• Caching-based Attacks (Cache-Poisoning) attacks

• Denial of Service attacks
• Overwhelm the servers in order to degrade or deny service

• Information Leakage
• Snooping on zone transfers or client queries/responses
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Technologies

• DNSSEC (DNS Security Extensions)
• Ensures that data received from DNS server is legitimate
• Protects against attacks that seek to introduce false responses
• Approximately 85% of US government domains are currently signed and valid
• Does NOT encrypt the query or the response

• Distributed DNS architecture (including use of anycast addresses)
• Protects against [distributed] denial of service attacks

• DoT (DNS over TLS) and DoH (DNS over HTTPS)
• Encrypts queries/responses between DNS clients and servers
• Protects against information leakage

• DANE (DNS-based Authentication of Named Entities)
• Provides multi-factor authentication of digital certificates

• SIP Domain Signatures
• Uses X.509 to identify the domains for which as SIP device is authorized to handle calls
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How DNSSEC Works
• Step 1:  Each resource record set and each zone is signed

• Step 2:  Hash of child zone signature is placed in parent zone

• Validating resolver uses chain of trust up to “trust anchor”
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Additional SIP Server Security

• DANE – DNS-based Authentication Named Entities
• Given a secured DNS infrastructure, it can be used for multi-factor authentication

• TLSA (Transport Layer Security Authentication) record allows verification of an 
digital certificate (X.509)

• Can specify which certificate can be used for a given service on a host.  The target 
certificate must pass certificate path validation AND must match the TLSA record.

• SIP Domain Signatures
• Just because a device has an X.509 certificate for a domain does not mean that it 

is authorized to handle SIP calls for that domain.

• The X.509 certificate can include an extendedKeyUsage field which restricts the 
usages of a domain name binding to usage as a SIP domain name.
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Results

• Observations
• DNSSEC requires significant careful planning and execution

• Automation of DNSSEC is improving

• Multivendor DNSSEC works but there is significant management overhead 

• Enterprise-class VoIP systems may not have configuration options for using 
encrypted DNS (DoT, DoH) queries, DANE, or SIP Domain Signatures

• Public CAs may not support the extendedKeyUsage attributes required to create 
SIP Domain Signatures 

• Recommendations
• The previously suggested hybrid approach can mitigate most issues found
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Discussion

• Are you using DNSSEC today?

• Are you using DoH, DoT today?

• Are you using DANE or SIP Domain Signatures?

• What difficulties, if any, do you foresee with implementation?

• When would you foresee beginning an implementation?

• How long do you think it would take to implement in your agency?
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Secure Caller Identity with 
STIR/SHAKEN, CNAM, RCD
Task 5
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Definitions

• STIR (Secure Telephone Identity Revisited)
• A set of Internet-based mechanisms that allow verification of the calling party’s 

authorization to use a particular telephone number

• SHAKEN (Signature-based Handling of Asserted information using toKENs)
• Specification for deploying STIR protocols in service provider networks

• CLID (Caller ID)
• Displays the calling number to the called party

• CNAM (Caller Name Delivery)
• Up to 15-character name identification of the calling party

• RCD (Rich Call Data)
• Uses the STIR framework to delivery a caller name and, optionally, an icon, web page, 

jCard object, vCard object, reason for call, …
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Technologies

• SIP (Session Initiation Protocol), RTP (Real-Time Protocol)
• Call signaling, call audio

• STIR (Secure Telephone Identity Revisited)
• Set of mechanisms to verify caller identity

• SHAKEN (Secure Handling of Asserted information using toKENs)
• ATIS (Alliance for Telecommunications Industry Solutions) specifications for implementation of STIR

• SHAKEN Certificates
• X.509 certificates with added section for caller identity info

• CNAM (Caller Name)
• Displays calling party name to called party

• RCD (Rich Call Data)
• Displays longer name, picture, logo, reason for call, … to called party

• API calls:  HTTP POST, SOAP
• Used by VoIP system to query services:  CNAM, Authentication Svc, Verification Svc.
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How It Works
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SIP Call



Testbed Certificate Authorities
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Attestation

• A = “This is my customer.  I gave them this telephone number.  The call 
originated on my network.”
• Example:  Customer of Service Provider A makes a call over connection to SP-A 

using number provided by SP-A.

• B = “This is my customer.  The call originated on my network.  However, I 
did not give them this number.”
• Example: Customer has telephone numbers assigned from Service Provider A. For 

whatever reason (cost, outage, …), customer has network connections to Service 
Provider A and B.  Customer makes a call over connection to SP-B using number 
provided by SP-A.

• C = “I have no relationship with the originator of this call”
• Example:  Call originating from an international gateway.
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Testbed
Network
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Agency 3

• Large agency with 
carrier-class voice 
system 

• API calls to AS, VS, 
CNAM services

Agency 5

• Small remote 
office with simple 
voice system

• Used SIP proxies



Rich Call Data Example
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Observations

• STIR/SHAKEN and CNAM have been predominately carrier technologies; 
enterprise personnel may be unfamiliar with the concepts and technology

• STIR/SHAKEN ecosystem is currently designed exclusively for service providers  
• These processes will need to be expanded to accommodate government agencies

• Service providers currently strip enterprise-added Identity headers
• This should change as the technology is more widely deployed

• Enterprise-class VoIP systems may not include STIR/SHAKEN or CNAM 
capabilities
• SIP Proxies can be used to perform the AS, VS and CNAM lookups
• Examples:  carrier-class SBCs, service provider offerings 

• Rich Call Data can significantly improve call answer rates
• Many desktop phones may not be capable of displaying Rich Call Data
• The integration effort is significant; an interoperability test bed is important
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Recommendations

• Use hosted STI-CA services to manage the added complexity of the SHAKEN 
certificate process until the organization is ready to build its own 

• Use certificate delegation to enable multiple agencies to use a single Service 
Provider Code

• Use carrier-class SBCs to perform the Authentication Service (AS), Verification 
Service (VS) and CNAM lookups

• Use hosted identity services (AS, VS, RCD) until the organization is ready to 
build its own

• Use Rich Call Data for outbound call centers (and inbound with call back)

• Establish a government interoperability testbed for STIR/SHAKEN
• Example:  Neustar operates the “ATIS Robocalling Testbed” (90+ carriers, multiple 

countries)
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Discussion

• Have you investigated the use of STIR/SHAKEN in your agency yet?

• Where can you see secure caller identity playing a role in your agency?

• If you were to start with STIR/SHAKEN as a service, how would you do it?

• What difficulties, if any, do you foresee with implementation?

• When would you foresee beginning an implementation?

• How long do you think it would take to implement in your agency?
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Secure Trunking between 
Enterprise and Service Providers
Task 7
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Technologies Used

• SIP-TLS (Session Initiation Protocol – Transport Layer Security)
• Encrypted call signaling

• SRTP (Secure Real-Time protocol)
• Encrypted call audio

• X.509 Certificates
• Used to authenticate message sender

• Contains public signature used to decrypt the message
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SP Trunks

• Inbound
• Separate set of 

DID numbers 
routed by SP to 
TLS trunk

• Outbound
• Separate dial 

access code (8+) 
to send call over 
TLS trunk.
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Results

• Observations
• Most connections to service providers today are not encrypted

• Service providers are just now productizing TLS connections

• SIP Connect 2.0 seeks to standardize the various parameter choices for 
enterprise-to-service provider SIP connections

• Ultimately, it is up to whatever service provider has defined in their product 
offering

• Connections within the service provider’s network are usually not encrypted

• Recommendations
• Check with service provider first, before planning this change

• Review SIP Connect 2.0 with the service provider; standardize where possible
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Discussion

• Which service provider are you using for your PSTN connections?

• Have you considered implementing encryption on your SP trunks?

• What difficulties, if any, do you foresee with implementation?

• When would you foresee beginning an implementation?

• How long do you think it would take to implement in your agency?
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Secure IMS-based (wireless) Calls
Task 6

72



Technologies

• 5G-NSA (Non-StandAlone)
• 5G-NSA is a 5G network that uses the LTE Enhanced Packet Core

• 5G-SA (StandAlone) is a 5G network that use the 5G core

• IMS (IP Multimedia Subsystem)
• Place SIP calls over an LTE/5G-NSA or 5G-SA network

• Handles mobility within a wireless network

• SIP (Session Initiation Protocol) and RTP (Real-Time Protocol)
• Call signaling and audio
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IMS
Calling

Still under 
construction
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Discussion

• Is there anything in particular that you’d like to see addressed in this 
area?
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Feasibility Wrap-Up
Defining a Path Forward
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Feasibility

• What is the process for changing the criteria for voice service providers to 
contract with the federal government?  (GSA …)

• What concerns do you have about the cost of implementation?

• Do you have different constraints depending on whether you implement this 
locally or through service providers?

• Do you see this as a priority?  If not, what do you see as higher priorities?

• Do you know of other agencies that have already started implementation?

• Are you aware of other solutions?

• What would help your agency to implement these actions?

• What questions did we not think to ask?
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https://itec.tamu.edu
info@itec.tamu.edu



BREAK
Return at ##:## EST
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Morning Agenda
Focus:  Policy

• 08:00  Coffee
• 08:30  Introductions and Objectives
• 09:00  Overview and Discussion: Architecture

• Problem Statement
• Project Objectives
• Technology Used
• Lessons Learned

• 10:30  Feasibility Discussion
• Consider policies, executive orders, legislation, …
• What would cause your agency to implement?

• 11:30  Wrap-up
• 11:45  Adjourn
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Afternoon Agenda
Focus:  Technical

• 12:00  Lunch/Snacks/Coffee
• 12:30  Introduction and Objectives
• 13:00  Overview and Discussion: Technology

• Problem Statement
• Project Objectives
• Technology Used
• Lessons Learned

• 15:30  Feasibility Discussion
• Consider technical expertise, installed base capabilities
• What would it take to execute the implementation in your agency?

• 16:30  Wrap-up
• 16:45  Adjourn
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